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About the Document
This document presents the Information Security Objectives of C-DAC functions. The following section describe the scope, intended audience, Security objective, distribution, review and version control and organization of the document.
Intended Audience
The document is intended for internal C-DAC information security roles involving C-DAC management, CISO, NISO’s, ISR’s, member involved in implementation, operations, monitoring system owners, administrators, developers, auditors, employees, contractors and third parties involved. This procedure applies to all information collected, processed, transmitted and maintained in many forms including electronic, physical and verbal for research, development, operation or service at all identified facility.
Security Objective
C-DAC defines security objectives for information and information systems of operation:
CONFIDENTIALITY: Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and sensitive information
A loss of confidentiality is the unauthorized disclosure of information.
INTEGRITY: Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity
A loss of integrity is the unauthorized modification or destruction of information.
AVAILABILITY: Ensuring timely and reliable access to and use of information.
A loss of availability is the disruption of access to or use of information or an information system.
Non Repudiation: The ability to prove the occurrence of a claimed event or action and its originating entities

Distribution
Information Security Objectives shall be made available to the Management, CISO, NISO’s ISR’s, members implementing, operating and monitoring and auditors, and well communicated to all employees. The intended audience of this document are personnel involved in C-DAC. Members shall read, understand and adhere to this document.


Change and Version Control
Change to C-DAC Information Security Objectives shall require approval from C-DAC management.
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	ISMS
	Information Security Management System

	CISO
	Chief Information Security Officer

	NISO 
	Nodal Information Security Officer

	ISR
	Information Security Representative
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1. [bookmark: _Toc51411943]Purpose
Information Security Objectives shall serve as the preamble for a successful and holistic outcome of ISMS in C-DAC. This shall ensure to on-board participation and build a culture of cyber security by all the users, stakeholders and interested parties.
2. [bookmark: _Toc51411944]Scope
The scope of the Information Security Objectives is for all the Centres involved in handling information and information asset for research, design, development, operate, maintain and support managed by C-DAC.
3. [bookmark: _Toc51411945]Responsibility and Roles
The information security objective would be achieved by inclusive participation from management to employees and interested parties.

The various designated roles and responsibilities are as detailed below:
a. Director General shall:
· Set the objectives to be achieved in implementing ISMS in the organisation.
· Support and ensure adequate resources to achieve the intended outcome.
· Review the progress through Steering Committee meeting.
b. Chief Information Security Officer (CISO) shall:
· Coordinate all centres to achieve the set objectives.
· Interface CISG with the NISO for translation of security requirements.
· Monitor progress and ensure timely implementation by all the centres.
c. Centre Heads shall:
· Drive the ISMS implementation to achieve the outcome in the centre.
· Appropriate adequate resources to support the information security program.
· Regularly review the implementation progress through Co-ordination Committee Meeting.
d. Nodal Information Security Officer (NISO):
· Shall be responsible in achieving the security objectives.
· Shall assist ISR and coordinate in implementing the required objectives.
· Shall report the progress to the CISO.
e. Information Security Representative (ISR) shall:
· Implement, operate and maintain the applicable controls to achieve the expected outcome.
· Interface with NISO for security requirements for the department and projects.
f. Employee shall:
· Support and follow the policy and guidelines.
4. [bookmark: _Toc51411946]Information Security Objectives
The objectives are framed understanding the organization (in section 4.1), determining the requirements of the interested parties (in section 4.2), establishing the scope (in section 4.3) and subsequent to risk assessment and treatment plan (in section 6.2).

C-DAC ensures to:
1. Introduce ISMS training and awareness programs for all employees at every level and promote the importance of information security assurance, its benefits for the organization and the consequence upon compromise of organization data.
2. Carry out vulnerability assessment and penetration testing, security review of the organizations IT infrastructure and carry a physical security assessment.
3. Establish a business continuity plan and test its effectiveness to enhance the organization resilience.
4. Establish a cyber crisis management program to enhance the organization resilience.
5. Review and define information security requirements in all projects that involves supplier relationship.
6. Build a rigid physical security and a safer work environment for all the facilities.
7. Inculcate information security principles in software, system and hardware development lifecycle, service delivery lifecycle and in all project managements.
8. Strive to achieve against 100% reliability of service (uptime) of our processing facilities and CDAC IT infrastructures.
5. [bookmark: _Toc51411947]Plan to achieve the objectives
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	<< To be filled by NISO in consultation in CC Meeting>>
	

	
	
	

	
	
	

	
	
	

	
	
	






[bookmark: _Toc51411948]Related Documents

· Procedure 
· 0X. ISMS-MA-<<CITY>>-0X-Statement of Applicability
· 0X. ISMS-MA-CDAC-01-ISMS Manual-Ver 0.0.f.docx
· 0X. ISMS-PL-CDAC-01-Information Security Policy-Ver 0.2b.docx
· Records <<Record Identifier>>
· Registers <Register Identifier>>
· Forms <<Form Identifier>>
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