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About the Document
This document presents the Information Security Policy C-DAC, the strategic statement for ISMS establishment, implementation, monitoring, reviewing and improvement. The following section describes the scope, intended audience, security objective, distribution, review and version control and organization of the document.
Intended Audience
The document is intended for all members of C-DAC, contractors, third parties involved, interested parties and auditors. This policy applies to all information collected, processed and maintained for operation at all identified facilities of C-DAC.
Security Objective
C-DAC defines security objectives for information and information systems of operation:
CONFIDENTIALITY: Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and sensitive information
A loss of confidentiality is the unauthorized disclosure of information.
INTEGRITY: Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity
A loss of integrity is the unauthorized modification or destruction of information.
AVAILABILITY: Ensuring timely and reliable access to and use of information.
A loss of availability is the disruption of access to or use of information or an information system.
Non Repudiation: The ability to prove the occurrence of a claimed event or action and its originating entities

Distribution
Information Security Policy shall be made available throughout C-DAC in electronic or print medium for effective communication. The intended audience shall read, understand and adhere to this document.


Change and Version Control
Change to C-DAC Information Security Policy shall require approval from DG, C-DAC.
ID and Name		: PL-CDAC-01 - Information Security Policy
Classification		: Internal
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1. [bookmark: _Toc43462072]Purpose
Information security policy defines the general security framework for C-DAC’s Information Systems and the information stored, processed and communicated. It sets out management’s strategic direction in establishing, implementing, monitoring, reviewing and improving the ISMS in C-DAC. This is a proactive measure to pragmatic approach to identify, control and maintain acceptable risk profile to the organisation.
2. [bookmark: _Toc43462073]Scope
The policy applies to all users of C-DAC information assets and supporting facilities, including but not limited to employees, contractors, consultants, third parties, auditors, visitors. 
3. [bookmark: _Toc43462074]Roles and Responsibilities
Information Security is everyone’s responsibility, and all employees of C-DAC must read, understand and comply with this policy and associated guidelines.

The various designated roles and responsibilities are as detailed below:
a. Director General shall:
· Set policy directives to the organisation to ensure and demonstrate information security compliance and maturity.
· Approve organisation level policy changes.
· Be the information security risk owner of the organisation.
b. Chief Information Security Officer (CISO) shall:
· Ensure supporting documented information as implementation guidelines, process procedure, baselines are developed and maintained by all the centres.
· Regularly review adequacy and efficacy of the policy to address the organisational security requirement.
· Oversee centre specific policy requirements.
· Manage the organisation information security risk.
c. Nodal Information Security Officer (NISO) shall:
· Ensure that the centre complies with the approved policies through implementing adequate controls.
· Define centre specific policy requirements and implement additional security controls at the centre.
· Identify exceptions and compensating controls for implementation.
· Monitor, control, review information security risk at the centre and enhance maturity.
· Conduct an annual information security awareness program for the employees.
· Define policy specific granular roles and responsibilities for implementation.
d. Function Owners Shall:
· Be or nominate an information security representative to support information security establishment, operation, monitoring and reviewing at the respective department or project.
· Be the information security risk owner of the function or the project.
· Be the approval authority for provisioning of users, roles, devices, systems and assign owner and custodian.
e. Information Security Representative (ISR) shall:
· Shall be responsible in implementing the policies and adequate controls to maintain approved risk and a resilient ecosystem.
f. Employees, visitors and stakeholders shall:
· Comply with policy requirements in the role and job functions dealing with the organisation information, and information systems.
4. [bookmark: _Toc43462075]Exceptions
At time there will be situation where the policy requirement may not be reasonable or even possible to implement, therefore an exception case need to be developed. It is the gap between the information security requirement and the adopted information security policy. They should be generally noted with a modification to the requirement or with reasoning based on risk acceptance or with a compensating control.

Any exception to this policy must be approved by the management.	Comment by varunjain: Management means DG??
5. [bookmark: _Toc43462076]Policy
Mission: 
The information security department would establish formal programs to reduce the cyber risks affecting the organisation at an acceptable level through holistic controls and a balanced approach for a resilient cyber infrastructure, secure culture, to enhance and support a sustainable growth.

Vision:
1. Information Security Governance program;
2. Risk Management program;
3. Business Continuity program;
4. Cyber Crisis and Incident Management program;
5. Information Security Training and Awareness program;
6. Compliance Management program;
7. Internal Audit program.
C-DAC is committed to establish, maintain, and improve the holistic security of its information, information systems, facility assets and safety of its human resources.


C-DAC Management is committed on the Information Security Management System and;
· Shall establish a security governance framework,
· Shall develop and implement adequate procedures, standards, guidelines, baselines for administrative, physical and technical requirements to ensure confidentiality, integrity, availability and non-repudiation of the assets,
· Shall establish an enterprise information risk management framework,
· Must provide appropriate level of on-the-job training for the members involved and awareness to the staff members,
· Shall ensure compliance to legal, statutory, regulatory and contractual obligations,
· Shall build and maintain a cyber resilient ecosystem,
· Shall regularly review the performance at different levels and improve the practices, and
· Build a cyber secure culture in our day-to-day functions.
[bookmark: _Toc43462077]Risk Management Policy
Objective: Commit to establish and oversee controls to address information security risk.
a. Management shall establish and oversee the information security risk management to identify, assess and treat the risk as per the defined acceptance criteria through appropriate control(s). 
[bookmark: _Toc43462078]Information Security Policies
[bookmark: _Toc43462079]Information Security Review Policy
Objective: To ensure the policies are effective and adaptive to changes in C-DAC’s functions and security needs.
a. Annual Review
All terms of policy and other documented information shall be subject to annual review to ensure its suitability, effectiveness, compliances, and identify opportunities for continual improvement.
b. Change Driven Review
· A section of a policy or whole of it should be subject to immediate review upon recognition of its ineffectiveness in adequately controlling the cyber risk(s);
· Applicable clauses of the policy shall be subject to review upon amendments to the legal, statutory, regulatory or contractual obligatory requirements or other external factors.
· Additional policies may be framed to address specific issues or system.
[bookmark: _Toc43462080]Organization of Information Security
[bookmark: _Toc43462081]Information Security Program Policy
Objective: Ensure information security is part of all projects and functions, information systems, information processing & communication infrastructure and facilities of C-DAC or by the associated external parties.
a. Information security shall be an inclusive priority in C-DAC’s mission governed by a structured management framework through security governance programs.
b. Security governance committee shall regularly oversee, support, review and improve the information security needs of the organisation.
[bookmark: _Toc43462082]Segregation of Duties Policy
Objective: To ensure an oversight, review errors at the earliest and to deter malicious act.
a. Function or system owners must identify and define conflicting roles of operation on the information systems and ensure no single user shall have complete privilege on the job function or operation that could harm, intentionally or unintentionally.
[bookmark: _Toc43462083]Mobile Device policy
Objective: To control risk over mobile device connecting C-DAC infrastructure.
a. Mobile devices include but not limited to, Laptop, Smartphones, Tablets, Personal device assistance, personal audio-video devices, digital camera, portable storage devices, or any other similar electronic devices.
b. The organisation network shall not support devices not owned by the organisation. 	Comment by varunjain: Current policy allows own devices
c. Approved devices shall be provisioned, accountable and secured.
[bookmark: _Toc43462084]Teleworking policy
a. The information processing or storage device taken out of the office premise shall be subject to prior approval by function and asset owner.
b. The location of device possession or movement shall be declared.
c. The user or the custodian shall be responsible for the device safety and security all the time, from unauthorised access, theft, damage, or environmental threats.
d. Access to information or resource by other persons at the shared accommodation shall be restricted and controlled.
e. The processing device shall be enabled for disk level encryption and for portable storage at file level encryption.
f. [bookmark: _GoBack]Access to the organisational in-premise information assets over the external network shall be controlled, monitored and accountable.
g. All relevant policies shall be applicable as equivalent to an in-premise device to enable data protection.
h. Functions enabling teleworking shall be in compliance with applicable statutory, regulatory or contractual obligation stipulations.
[bookmark: _Toc43462085]Human Resources Security
[bookmark: _Toc43462086]Human Resources Security Policy
Objective: To mitigate human error, theft, fraud or misuse of asset or the facility.
a. Prior to employment
· All Employees shall be subject to pre-employment screening process, including verifications of 
· Identity,
· Qualification,
· Background, and
· Reference.
b. During Employment
· Employees shall be subject to be aware of the information security responsibilities in performing their defined or required job roles. Such requirements must be defined in conditions of employments or job-assignment terms.
· Employees must be subject to a non-disclosure agreement or confidentiality agreement requirements prior to access on sensitive information and shall adhere to security responsibilities in handling classified information assets, and personally identifying information.
c. Termination or change of employment
· Employees shall be subject to organisation data retention clearance before relieve process.
· Upon termination, all IT assets be returned, and information system access deactivated.
· Employee records shall be maintained adequately and securely.
[bookmark: _Toc43462087]Awareness, Education and Training Policy
Objective: To ensure information security is exercised in the assigned job-roles.
a. General awareness
· Employees shall be subject to general information security awareness program annually.
· Newly recruited employees shall be subject to information security awareness prior to job assignment.
· The awareness program shall include key information security policy, general standard, best practices and incident reporting.
b. Job-specific education or training
· Key information security roles must be subject to job-specific security education requirement or training programs.
· Contingency plan, emergency evacuation readiness, recovery plan roles shall be subject to training regularly.
c. Record
· Record of attendance and grade of participant in such programs shall be maintained.
[bookmark: _Toc43462088]Disciplinary policy
Objective: To ensure consistent standard and behaviour for an effective information security practice.
a. Non-compliance to the organisation’s security policy shall result in disciplinary action as per CDAC norms. Depending on the severity, disciplinary or corrective action may be invoked.
[bookmark: _Toc43462089]Asset Management
[bookmark: _Toc43462090]Accountability of Asset Policy
Objective: To effectively track the IT assets and ensure accountability.
a. An inventory of IT assets shall be accurately recorded and maintained up to date with necessary level of granularity deemed necessary for tracking and reporting. 
b. Assets must have an assigned owner or custodian accountable for administration.
c. The IT asset inventory must be reviewed annually or upon significant changes.
[bookmark: _Toc43462091]Acceptable use policy
Objective: To ensure the acceptable use of organization’s IT assets
a. Access agreement
· The asset owner must ensure, individuals requesting access to organisation’s information assets, acknowledge and accept access agreement, and periodically review and update the access agreements, if necessary.
b. Critical Information Infrastructure
· Strict measures shall be implemented to restrict usage of critical operation and sensitive information systems. 
· System owners shall define normal operation procedures for those systems.
· Such systems shall be regularly monitored for user behaviours.
· Authorised users of the assets shall be bound to use by the defined function only.
c. Personal use
· Users shall be responsible for reasonable personal use of the asset bound by the state and national laws.
d. Shadow IT
· Employees shall not establish or use information system, devices, hardware’s, software’s, applications or third party services without approval.
· Personal media devices shall not be used to store organisational data, and organisation’s media shall not be connected on personal systems.
[bookmark: _Toc43462092]Information Classification Policy
Objective: To attribute information assets to control with appropriate level of security.
a. Information assets generated, processed, transmitted or stored shall be classified in accordance to its impact on national security/interest, the organisation asset, operation or individuals resulting from unauthorised access, disclosure, alteration or loss.
b. Information asset owners shall be responsible to assign appropriate classification.
c. Information assets must be classified with a security attribute: define, recognize, associate and retain the attribute with the information asset.
· Top Secret
· Secret
· Confidential
· Restricted
· Internal
· Public
[bookmark: _Toc43462093]Information Labelling Policy
Objective: To assign visible security attributes to limit distribution and ensure security.
a. Information assets shall be appropriately labelled with security attribute(s) in human readable form to enable enforcement of applicable information security policies.
b. The owner shall ensure, information assets are labelled and maintained.
c. Unlabelled information asset will be assumed internal.
[bookmark: _Toc43462094]Media Handling Policy
Objective: To ensure adequate security while handling information asset in digital or non-digital media.
a. Media Access
Access to media shall be restricted based on need-to-know by the personnel or role.
b. Media Storage
· Media shall be physically controlled and stored securely as per the classification of the information residing.
· Digital media shall be protected from electronic interference(s) or environmental factors, until destroyed.
· Media shall support appropriate cryptographic storage requirements.
· Stored media shall be accountable.
c. Media Transfer
· Media shall be physically protected while transit from electronic interference(s) or environmental factors.
· Media transfer shall be approved, logged and tracked.
[bookmark: _Toc43462095]Disposal of Media Policy
Objective: To ensure the media is sanitized, destroyed or rendered unreadable upon the information declassification or end of life.
a. Media Sanitization
· Media shall be sanitized prior to reuse, release out of organisation control or disposal according to the classification of the information.
b. Media Destruction
· Media must be destroyed to a state that information cannot be retrieved, reproducible or rendered unreadable by appropriate techniques.
· The action should be reviewed, approved, tracked, logged, and verified.
[bookmark: _Toc43462096]Access Control
[bookmark: _Toc43462097]Access Control Policy
Objective: To effectively control access to information assets by personnel.
a. Access to information or information systems by personnel or roles shall be controlled, and monitored based on requirement.
b. The access control shall be established and regularly reviewed based on the criticality of the operation performed.
c. Develop and maintain operation procedure for access control in use and shall be made known to all employees.
[bookmark: _Toc43462098]User Access Provisioning and Privilege Management Policy
Objective: To provision user account in a structured and controlled manner.
a. Provisioning
· User access to the information or information system shall be authorized by the function owner.
· User access to the information system or supporting system shall be assigned to authorized role(s) based on need-to-know and with least-privilege necessary to accomplish assigned tasks.
· User access shall be immediately disabled, upon;
· Prolonged inactive state,
· Change of role or function, or
· Termination.
b. Privilege
· Access to privilege account functions and corresponding roles shall be defined, approved, and monitored. 
· System owners shall identify, define and authorize system accounts as role or group, based on requirements.
· Temporary or emergency accounts shall be time-bound and reviewed regularly.
· Appropriate user access control technique shall be implemented depending upon the criticality of the function.
c. Review
· All user accounts and privileges shall be reviewed regularly for validity.
[bookmark: _Toc43462099]System Access Control Policy
Objective: To ensure unauthorised access and actions on systems are controlled.
a. Identify
· Systems shall be defined for normal, sensitive and critical operations.
b. Access
· Unauthorised access to the system in operable as well as non-operable state shall be restricted physically and logically at multi-level, by defence in depth.
· Every access request shall be accountable, reference monitored to ensure defined access enforcement.
c. Shared System
· Critical information system shall not have shared accounts.
· Hosting systems shall be adequately protected from unauthorised resource access.
d. Remote System Access
· System administration on critical and sensitive system shall be local.
· Remote access on normal system shall be only by authorized solutions. All actions shall be accountable and audited.
· Authorized user accessing the resource through remote network shall ensure that the provided access is limited to the approved purpose and be responsible for preventing access by unauthorized users at the originating terminal.
· Remote access provision to system within internal or from external networks shall be secured by approved cryptographic techniques for confidentiality and integrity.
e. Administration
· Security and IT administration shall be distinct.
· Security administration shall:
· Define minimum security hardening baseline.
· Establish system accounts.
· Define and establish privilege and non-privilege roles.
· Configure access authorization policies.
· Establish filtering polices and rules.
· Manage cryptographic key.
f. Banner
· Sensitive and critical information systems shall display privacy and security notice prior to granting access.
[bookmark: _Toc43462100]Authentication Management Policy
Objective: To enforce a baseline authentication requirement.
a. Password
· System access shall be enabled to enforce user identification mapped with a strong authenticator key value.
· A static authenticator key value shall be strong enough to prevent common threats.
· The password enforcement on the system shall be as per minimum baseline security requirements specific to the system.
b. Multifactor
· Sensitive and critical operation system shall be protected by multi-factor authentication or dual authorization (dual control) based on the risk profile.
· The choice of primary and secondary factor shall be based on risk profile of the mission, function, service or information.
c. Limit access
· Unauthorized access attempts shall be limited and deterrent.
d. Manage session
· All successful logged in user session shall be controlled based on mission risk profile.
· Authorised user accessing the system shall be informed of the account logon activities history.
[bookmark: _Toc43462101]Cryptography
[bookmark: _Toc43462102]Cryptography Policy
Objective: To ensure confidentiality and integrity of information and to authenticate users and systems.
a. Appropriate cryptographic techniques shall be used as required by legal, statutory, regulatory, agreement or risk profile of the information or system, using strong and approved algorithms.
b. Cryptographic requirement to ensure confidentiality, integrity, non-repudiation or authentication shall be identified, implemented and regularly reviewed as per the risk profile of the information in rest and transit.
[bookmark: _Toc43462103]Cryptographic Key Management policy
Objective: To practise secure cryptographic key operations.
a. Cryptographic key of sensitive and Critical operation information and communication systems shall be stored using approved hardware cryptographic solutions.
b. Established standard procedures shall be implemented to manage cryptographic key used for information and communication systems, such key usage shall be in accordance with a standard key generation, distribution, use, storage and, destruction practices.
c. Key escrow or split knowledge techniques must be implemented to ensure key availability in the event of key lose or multi control requirement.
[bookmark: _Toc43462104]Physical and Environmental Security
[bookmark: _Toc43462105]Physical and Environmental Security Policy 
Objective: To ensure a secure and safe work environment and facility.
a. Perimeter
· Define and establish organisation security perimeter housing normal, sensitive or critical information processing facilities.
· Facility entry and exit shall be controlled and monitored for unauthorized access.
b. Secure areas
· Work area shall be segmented based on the criticality of the operation.
· Utility areas shall be identified, protected and access restricted.
c. Facility
· Facility shall be constructed and/or maintained as per local, state and national governing legal, statutory, or regulatory standards.
· Appropriate level of protection shall be established against natural disaster, malicious attack and accidents.
· Work area housing equipment and facilitating personnel shall be controlled from necessary environmental threat factors.
· All employees shall be aware of emergency response procedure and safety drill must be exercised annually.
d. Access authorization
· Individual’s access to the facility shall be defined, approved, maintained and reviewed.
· Access shall be authorized based on need-to-use with a defined time period based on the sensitivity of the area.
· Authorization credentials shall be issued to uniquely identify individual access to secure areas through manually or automated mechanism.
e. Access control
· Access to the facility shall be controlled, restricted and monitored through defence in depth techniques.
· Authorization shall be verified before granting access to the facility.
· Ingress and egress shall be monitored through one of more mechanisms and maintain physical access log for entry and exit.
· Visitors shall be escorted to the facilities and supervised.
· Access credentials shall be secured from unauthorised possession.
· Unknown individuals may be challenged to evidence access credential.
[bookmark: _Toc43462106]Equipment Security Policy
Objective: To prevent loss, damage or compromise of the organisation equipment that may impact mission or functions.
a. All equipment supporting the organisation mission shall be sited and protected from environmental threats, hazards, and unauthorized access.
b. All equipment shall be secured at all times or at any place considering the surrounding risks, protected from power failures and regularly maintained.
c. Power and telecommunication cables shall be protected from interception, interference or damage.
d. Equipment shall be evaluated based on the contained information prior to issuance for re-use or disposal. Such equipment shall be sanitized prior to reuse, release out of organisation control or destroyed to a state that information cannot be retrieved, reproducible or rendered unreadable by appropriate techniques.
e. Eating, drinking or smoking in proximity of the information processing systems in the sensitive or critical information processing facilities shall be prohibited.
[bookmark: _Toc43462107]Clear Desk and Clear Screen Policy
Objective: To protect information system sited and ensure protected work environment.
a. Information system when left unattended shall be logged off by screen lock mechanism. 
b. When key pressing or viewing sensitive data on the screen, user shall be situationally aware of the surrounding to avoid shoulder surfing.
c. Sensitive or critical information on physical or digital media shall be secured when not used or before leaving the work space and shall not be left unattended.
d. Printing sensitive or critical information must be controlled and upon need shall be restricted through print authentication on the printer. 
e. Reprographics shall be restricted and protected for sensitive and critical information.
f. Sensitive or critical information shall not be written down, and left in an accessible location.
[bookmark: _Toc43462108]Operation Security
[bookmark: _Toc43462109]Operational Procedures and Responsibilities Policy
Objective: To establish a standard operating practice and define responsibilities.
a. Function or system owners shall develop, maintain, secure and regularly update standard documented information procedure(s) for the process or information processing system operation.
b. Define roles and responsibilities to enable user interaction and operation on the system, component or service. The documented information shall be distributed to defined roles or personnel.
c. Documented information shall be developed for the information processing system, system component or information processing system service, detailing secure configuration, installation, and operation of the system, component or service.
d. Development, testing and operational environmental shall be applicably segregated logically or physically and ensure to control unauthorised access or changes.
[bookmark: _Toc43462110]Configuration and Change Management Policy
Objective: To effective manage, track and revert changes made to the system.
a. System owners shall define, review, implement, update, and audit secure baseline configuration for the information systems, components or services.
b. Baseline configuration
· A secure baseline configuration with least functionality shall be defined to provide essential capabilities.
· Whitelist required ports, protocols and/or services and remaining must be restricted or prohibited.
· Establish separate baseline configuration for development, testing and operational environment.
· Stringent secure measures shall be established for information systems, system components or devices moving to location beyond organisation environment.
c. Change management
· Define roles for initiator, reviewer, approving authority and implementer.
· Changes to the configuration shall be determined, justified, controlled, tested, reviewed, assess security impact and authorised.
· Document each state of change process and retain record.
· Previous baseline configuration versions shall be retained to support roll-back.
d. Monitor
· Function shall employ suitable mechanism to detect unauthorised hardware, software and firmware components or configuration changes with the information systems and take appropriate action.
[bookmark: _Toc43462111]Capacity Management Policy
Objective: To manage resource exhaustion through estimation.
a. Resource demands shall be monitored and estimated to anticipate capacity requirement to ensure mission or function continuity.
b. Adequate capacity of resources must be planned for contingency operations.
[bookmark: _Toc43462112]Protection against malicious code or malware Policy
Objective: To protect information and information system from malicious codes.
a. Information processing or communication system shall be adequately protected from malicious code or malware.
b. Malicious code detection, protection, alert and response mechanism shall be updated to the current release managed centrally as per change management.
c. System shall be configured to enforce regular and real-time scan of file from external sources at all entry and exit points for signature and non-signature based attempts.
d. Users shall be subject to awareness on potential threat sources and actions.
[bookmark: _Toc43462113]Information Backup Policy
Objective: To sustain mission or function continuity in the event of data loss.
a. Backup copies of mission or function information, user-level information, system-level information, and documented information shall be secured and tested regularly.
b. The backup shall be replicated at a nearby location and also at remote location ensuring equal security.
[bookmark: _Toc43462114]Logging and Monitoring Policy
Objective: To detect events, root cause and deviation.
a. Logging
· All system access events, activities, and user behaviours shall be logged, monitored, reviewed and audited regularly as per legal, statutory, regulatory or organisation requirements.
· Log attributes shall be enforced to record the what, when, where, who, source, outcome of event and the associated identity of the subject, and supported with necessary level of granularity deemed necessary for tracking.
· System, application or service shall not record sensitive data in the log, if recorded the data must be removed, masked, sanitized, encoded, compartmentalized or encrypted.
· An automated system shall be implemented to timely respond and alert the administrator on any deviation from the policy.
· Audit storage shall be adequately allocated as per the log retention requirements and must be off-loaded to centralized log management system.
b. Monitoring
· Regularly review, analyse and correlate information system audit records for indication of violation or deviation.
· Establish, maintain and improve continuous security event monitoring system.
· Analyse and correlate the event for a potential compromise or an incident and report to the Incident Management team.
· Enable intrusion detection parameters and establish intrusion detection instruments at appropriate nodes and hosts.
c. Protect
· Logging facilities, infrastructure, system, and log information shall be protected from unauthorized access, modification and deletion.
d. Clock synchronization
· Time source of all systems and devices shall be synchronized to a single organisation reference time source. Granularity of time measurement shall be defined for time sensitive operations.
[bookmark: _Toc43462115]Data Retention and Archival Policy
Objective: To comply with legal, statutory, regulatory and organisation requirements.
a. Organisation, mission, function, system or employee information shall be retained or archived for a period deemed necessary as per legal, statutory, regulatory or organisation requirement to support investigation or security incident.
b. Archived data may be subject to reclassification and adequately protected.
[bookmark: _Toc43462116]Restrictions on software installations and use
Objective: To control use of genuine and approved software use.
a. Installation, update or patching of operational system software shall be authorized only to trained system administrator. 
b. System software’s shall be genuine and approved for system and tested for usability, security, and performance prior use.
c. System users shall be restricted from installing, updating, patching or modifying software without authorization.
[bookmark: _Toc43462117]Technical Vulnerability Management Policy
Objective: To control asset vulnerability from being impacted by threat.
a. Identify
· Receive vulnerability alerts, advisories, notification and directives from external and internal sources on an ongoing basis.
· Disseminate vulnerability data associated with the organisation asset.
b. Assess
· Vulnerability assessment on the information assets shall be, upon newly identified and reported, regular or random.
· The period and comprehensiveness shall be defined based on the security classification of the system.
c. Control
· Identify applicable control and implement security directive to control within the established timeline.
· Non-compliance situation shall be reported for exception with compensatory control.
[bookmark: _Toc43462118]Information systems audit Policy
Objective: To improve system security through regular and timely audit.
a. Systems shall be subject to independent audit regularly and upon significant change.
b. Enable
· System shall be enabled for adequate auditable events.
c. Planned
· Audit shall be planned, controlled and approved.
· Shall be scheduled in a way to minimize impact on operation systems, mission process or functions.
d. Report
· Audit findings shall be submitted to system owners for corrective action through the management.
· Audit log shall be maintained for reference trail.
[bookmark: _Toc43462119]Communication security
[bookmark: _Toc43462120]Communication security Policy
Objective: To ensure data security in transit.
a. Data transit between end points, within or external to the organisation shall be adequately protected based on the classification of the information from unauthorised access, replay, modification or deletion.
[bookmark: _Toc43462121]Network Security Management Policy
Objective: To protect information communication processing system.
a. Architecture
· Establish a secure network architecture for the organisation information communication and processing systems.
· Users, information systems and information services shall be segregated physically or logically based on sensitivity of the mission or function operation.
b. Management
· Sensitive and Critical communication devices shall be managed locally and other devices may be managed through a segmented network for management.
· Direct access to internal equipment shall be controlled and protected.
· Define and establish ingress and egress policy and rules based on your categorized network segregation.
· Secure network service requirements should be determined and agreed for outsourced service providers.
c. Monitoring
· Instrumentation and visibility shall be established to filter, monitor usage and behaviour.
· Monitor and control communication at primary internal nodes and external boundary of the system.
· Appropriate type of detection and protection mechanism shall be in place at distinct levels.
· Regularly assess for unapproved or rouge wireless access points.
[bookmark: _Toc43462122]Information Flow policy
Objective: To ensure information flow through designated nodes.
a. Information flow shall be designated through approved routing node within the organisation and external flow shall be protected and controlled to be routed within national infrastructure.
b. Information shall not be flowed from higher classification to lower classified node, information processing systems.
[bookmark: _Toc43462123]Information transfer Policy
Objective: To maintain information security within organisation and with any external party.
a. Information transfer facilities shall be protected from unauthorised interception, access, replication, modification, rerouting, denial of service and destruction.
b. Information transfer within or to external parties shall be allowed and used only through approved official communication facilities.
c. Employees and vendors shall not exchange conversation on organisation confidential information in public environment or over insecure channels.
d. Transfer agreements
· Organisation information transfer between external parties shall be agreed upon for standard requirements to ensure information security, tracking and non-repudiation.
e. Confidentiality or Non-disclosure 
· Employees, vendors, suppliers and visitors shall be subject to non-disclosure and confidentiality agreements prior access to information, information system or facility.
[bookmark: _Toc43462124]Wireless Security Policy
a. Approved access points
· Device shall comply with radio frequency signal exposure requirements as per national regulatory standards.
· Provision of wireless network in the functions or projects work area shall be subject to regulatory, statutory and contractual obligation requirements.
· Wireless Local Area Network access point device and its service coverage shall be approved and established.
· Baseline secure configuration standard enforcing strong protocols shall be approved and established.
· Access to the Wireless Local Area Network radio access points shall be mutually authenticated, controlled, monitored, accountable and audited.
· Access provisioning shall be supported only for the organisation devices.
b. Sensitive area shall be shielded from unapproved wireless radio frequency/signal interference (RFI) or Electro-magnetic interference (EMI).
c. Guest Wi-Fi
· Provision may be allowed, but shall be established on separate virtual Local Area Network forbidding access to organisation resources.
· Access to the network shall be limited, controlled, monitored, accountable and audited.
d. Home or Personal wireless device that provide direct access to the organisation network;
· Secure protocol configuration and practice requirements must be defined, communicated and acknowledged for teleworking roles.
[bookmark: _Toc43462125]   Information Systems Acquisition, Development and Maintenance
[bookmark: _Toc43462126]Information System Security Policy
Objective: To ensure security is integral part of system life cycle.
a. Information security requirements shall be included in system requirement analysis and throughout its lifecycle.
b. Information security requirements shall be a discrete line item in project proposals, agreements and budgeting documents. Requirements to include;
· Security function,
· Security assurance,
· Documentation and its protection,
· Evaluation and accreditation, or
· Acceptance criteria.
[bookmark: _Toc43462127]Secure system and software development Policy
Objective: To inculcate security practices in development lifecycle.
a. Software or system development process shall define and implement secure development life cycle practices for security assurance of its function or behaviour and to ensure data security.
b. Secure engineering principles shall be defined, implemented, reviewed and implemented in every phase of the development lifecycle. System or software development shall be subject to design and review, and regressive independent security vulnerability testing.
c. Structured configuration and change control shall be implemented to control changes to software packages and hardware units.
d. Updates on operating platform changes affecting the software or hardware shall be reviewed and controlled.
e. Secure system development environment shall be established and appropriately protected independent of test and production environment.
f. Ensure service level agreement to supervise and monitor security control requirements by outsourced development.
[bookmark: _Toc43462128]Security of System Files Policy
Objective: To protect the development lifecycle artefacts.
a. Strict control shall be established and maintained over access to software or system requirement reference document, design, source code, libraries, and test data.
[bookmark: _Toc43462129]System Acceptance Policy
Objective: To control unexpected system failures.
a. Acceptance criteria shall be defined for new information systems, updates, upgrades and establish upon satisfactory compliance tests.
[bookmark: _Toc43462130]   Supplier relationship policy
Objective: Establish information security requirements with the supplier and ensure due diligence on Information system, system components or information system service.
a. The information security requirements and controls shall be included in the formal agreement documents with each supplier that may access, process, store, communicate, or provide IT infrastructure components.
b. Selection and approval of new supplier shall be considered, exercising due diligence equating organisation security policy requirements and ensuring downstream liabilities prior to contractual agreements.
c. The information security provision in existing suppliers shall be reviewed and appropriately addressed.
d. Define and establish security controls for supplier access to information and information systems within or outside the authorization boundaries of organisation.
e. C-DAC shall audit on information security processes and practices of the suppliers and sub-contractors.
f. Supplier shall be categorised, monitored and reviewed regularly based on the sensitivity of the information system or service offered.
g. Changes or termination to service provided by the supplier shall be thoroughly reviewed, risk assessed for implication and ensure effectiveness of the control.
h. Critical operation information system or component shall be adequately protected for continued operation from disruption of timely supply by adversaries.
[bookmark: _Toc43462131]   Information Security Incident Management
[bookmark: _Toc43462132]Incident Reporting and Handling Policy
Objective: To ensure a timely reporting of incidents and an effective response management.
a. Information security incident management system shall be established and communicated.
b. Plan
· A system shall be established to continuously monitor event, qualify or report incidents, assess and respond immediately.
· Cyber incidents shall be timely and in priority handled by the appropriate level of roles for receipt, ticketing, triage, analysis and develop containment or response plan to maintain a resilient ICT infrastructure.
· Standards for prioritising cyber incidents shall be defined based on the criticality of the affected resource and the impact the incident has on the organisation, function or project. Response expectation should be stated by the incident priority level. 
· Lessons learned shall be reviewed and appropriately considered for policy and control effectiveness update.
· Ensure legal, statutory, regulatory and contractual obligatory requirement in reporting the incidents or compromises.
c. Reporting
· Incident reporting channel shall be established for employees, vendors or users report, receipt and ticketing.
· Personnel shall report suspected events or incidents to the report channel immediately.
· Incident report shall be tracked and announced to responsible roles.
d. Assessment
· Incident may be validated for security or privacy breach.
· Incidents shall be categorised and prioritised based on the criticality on the affected asset and impact on mission.
· Critical incident must be subject to forensic analysis for identification of root cause. 
· Assessment shall be coordinated with appropriate stakeholders.
e. Response
· Develop and apply ad-hoc containment plan or implement the response plan.
· The response shall be reviewed for the control effectiveness.
f. Co-ordination
· Incident shall be coordinated by the designate role at the appropriate levels.
· Incident response process, practice and techniques shall be annually tested to ensure effectiveness. 
[bookmark: _Toc43462133]   Business Continuity Management
[bookmark: _Toc43462134]Business Continuity Management/Resilience Policy
Objective: To ensure information security continuity in adverse condition and establish a resilient information system.
a. Contingency plan shall be approved, established, and reviewed, identifying mission, essential function, and necessary contingency requirement during system failure, compromise or disruption.
b. Critical operation functions and assets shall be recognized, impact assessed, inter-dependencies mapped and prioritized for recovery.
c. Contingency and recovery plan shall be distributed and updated to the defined roles and be secured and available.
d. Contingency and recovery plan shall be tested regularly and when subject to major changes for its effectiveness, review the plan test results and improve as necessary.
e. Adequate level of redundant processing and communication facilities shall be established for critical and sensitive operations to appropriately meet the availability requirements.
f. Ensure legal, statutory, regulatory and contractual obligatory requirement in establishing mission critical operation continuity, contingency coordination and restoration.
[bookmark: _Toc43462135]   Compliance
[bookmark: _Toc43462136]Legal, Statutory, Regulatory and Contractual Obligatory Compliance Policy
Objective: To address Legal, Statutory, Regulatory and Contractual Obligatory data protection and privacy requirements.
a. Identify and establish data protection and privacy framework supporting the mission or function objective, complying with legal, statutory, regulatory and contractual obligatory requirements consistently.
[bookmark: _Toc43462137]IPR compliance Policy
Objective: To comply with IPR.
a. Use of software and supporting documents shall comply with user agreement, contractual agreement and licencing agreements encouraging Intellectual Property Rights.
b. Track the distribution and use of licensed software. Unauthorised usage shall be controlled and restricted.
c. Information used, generated, processed or stored shall ensure compliance for IPR.
[bookmark: _Toc43462138]Data Privacy and Protection of PII Policy
Objective: Ensure data privacy and protection in product, solution or service offered.
a. Implement, monitor and improve necessary controls to protect personally identifiable information data as per legislative and regulatory requirements.
b. Privacy shall be implemented by design and development, for the product, solution or the service offered internally and to third parties.
c. Functions shall identify sensitive personal data or information of individuals collected, used, processed, disclosed, shared or transferred and be subject to:
· Defined purpose of collection, and usage of such information shall be informed at the time of collection.
· The function or any person on its behalf collecting sensitive personal data or information shall obtain consent in writing by verifiable format through letter or email or fax from the provider.
· The function or any person on its behalf shall not collect sensitive or personal data or information unless deemed necessary for the purpose defined, or for a lawful purpose connected with the function service.
· The function shall not hold the sensitive personal data or information longer than is required for the purpose defined or is otherwise required under any law for the time in force.
· The information collected shall be used only for the purpose defined at the time of collection.
· Disclosure, sharing or transfer of the information collected to other functions or a third-party shall require prior permission from the provider of such information. Any further sharing of information shall be under the order of law.
· The other function or third-party receiving the sensitive personal data or information shall not further disclose, share or transfer, and ensure equal security and privacy measures.
· The information shall be adequately secured from unauthorised access, modification, or deletion.
[bookmark: _Toc43462139]Independent Security Review (Audit) Policy
Objective: To ensure effectiveness of approved and implemented information security controls.
a. Independent review
· Organisations information security policy, process, procedure and implemented controls shall be independently reviewed regularly or when significant changes occur.
· Independent audit shall scope administrative, technical and physical controls holistically and comprehensively at appropriate levels.
· Technical controls shall be regularly reviewed for compliance to approved policies and standard.
· Independent internal audit report shall be produced to the management review.
b. Self-review
· Function or system owners shall regularly review the compliance of process and information system(s) with the approved organisation policy, standard and procedures.
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