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About the Document
This document presents the Information Security Management Review Procedure of C-DAC’s ISMS. The following section describe the scope, intended audience, Security objective, distribution, review and version control and organization of the document.
Intended Audience
The document is intended for internal C-DAC security performance evaluation involving C-DAC management, head of the centres, head of the corporate division, CISO, NISO, ISRs, Group Heads, and Auditors.
Security Objective
C-DAC defines security objectives for information and information systems of operation:
CONFIDENTIALITY: Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and sensitive information
A loss of confidentiality is the unauthorized disclosure of information.
INTEGRITY: Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity
A loss of integrity is the unauthorized modification or destruction of information.
AVAILABILITY: Ensuring timely and reliable access to and use of information.
A loss of availability is the disruption of access to or use of information or an information system.
Non Repudiation: The ability to prove the occurrence of a claimed event or action and its originating entities

Distribution
Management Review Manual shall be made available to the Management, CISO, NISO’s ISR’s, members implementing, operating and monitoring and auditors. The intended audience of this document are personnel involved in C-DAC. Members shall read, understand and adhere to this document.


Change and Version Control
Change to C-DAC Information Security Management Review procedure document shall require approval from C-DAC management.
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	ISMS
	Information Security Management System

	CISO
	Chief Information Security Officer

	NISO 
	Nodal Information Security Officer

	ISR
	Information Security Representative
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1. [bookmark: _Toc52017523]Purpose
The purpose is to establish the procedure for reviewing the Information Security Management System in C-DAC at defined intervals sufficient to ensure its continuing suitability, adequacy, effectiveness and alignment with the strategic direction of the organization.
2. [bookmark: _Toc52017524]Scope
The scope of the Management Review procedure is applicable to the Steering Committee Review chaired by DG, CDAC at organisation level and the Coordination Committee Meeting in each centre chaired by the respective Executive Director /Centre Head at the Organisation Unit level.
	ISO 27001: 2013 Control
	Clause 9.3

	Policy Reference
	C-DAC Information Security Policy 5.2.1

	Legislative, Regulatory, Compliance or Contractual Agreement Reference
	-


3. [bookmark: _Toc52017525]Responsibility and Roles
The various designated roles and responsibilities are as detailed below:
a. Director General:
· Chairs the steering committee.
· Gives strategic direction for ISMS in C-DAC.
· Lead the management review and promote continuous ISMS improvement.
· Approval authority for budgetary, resource and security requirements.
· Lead and ensure the compliance stipulation by legal, regulatory, and statutory requirements.
· Ensures ISMS strategy is aligned with the organization mission.
b. Members:
· Assess and endorse proposed information security governance strategy.
· Ensure adequate support for the implementation of the information security requirements.
· Shall drive the efforts in information security compliance maturity enhancements.
· Assess and approve organization wide information security policy and process for information security management system. Assess exception to policy by any project or department.
· Shall address the risk profile and define acceptable risk appetite.
· Appropriating budgetary requirement for ISMS.
· Shall act as a security governance body to ensure the intendent outcome, through periodic monitoring of the progress.
· Monitor and review the effectiveness of the information security governance program.
· Shall communicate the information security need and expectation to subsequent divisions/centres.
c. CISO
· Shall convene the Steering Committee meeting half yearly to update development and review performance.
· Translate DG’s strategic direction into action plan.
· Strategize the ISMS implementation and monitoring in all centres coordinating with the centre NISO.
· Lead and drive the information security program and periodically assess its maturity and effectiveness in C-DAC.
· Generate and submit organisations security progress, performance and maturity reports on:
· Risk Management
· Mission/Business Continuity Management
· Incident Management
· Compliance Management
· Applied control effectiveness through audits and reviews.
· Follows-up on action taken and progress in achieving intended outcome.
· Draft minutes of the meeting and follow up with the NISO for action taken.
d. Head of the Centre
· Chairs the coordination committee meeting.
· Appropriates the resource requirements in the centre, budgeting, roles, responsibilities and procurement.
· Issue directives for successful implementation of security requirements, maintain control, optimize and improve.
· Ensure adequate resources and support for the effective implementation of ISMS across the centre.
e. NISO
· Convenes the coordination committee meetings.
· Coordinate with the ISR for necessary security control implementation, maintenance, monitoring and improvement.
· Supports ISR in closure of open issues.
· Draft a minutes of meeting and circulate, and follow-up with ISR’s on action taken. Share a copy to CISO.
4. [bookmark: _Toc52017526]Management Review Process
C-DAC Management shall regularly review the ISMS to ensure its continuing suitability, adequacy and effectiveness. Management review shall be carried half yearly.
4.1. [bookmark: _Toc52017527]Information Security Assurance Steering Committee
Steering Committee is the highest body to review the ISMS in the C-DAC. Director General chairs the steering committee meeting (Management review) with CISO, Heads of all centers and corporate office, CISO may invite members of CISG as required for the meeting. The constitution of the steering committee is in the below table;
	SN.
	Steering Committee
	Constitution

	1.
	Director General, C-DAC
	Chairman

	2.
	Executive Director, Bengaluru
	Member

	3.
	Director, Chennai
	Member

	4.
	Director, Delhi
	Member

	5.
	Director, Hyderabad
	Member

	6.
	Executive Director, Kolkata
	Member

	7.
	Executive Director, Mohali
	Member

	8.
	Executive Director, Mumbai
	Member

	9.
	Executive Director, Noida
	Member

	10.
	Executive Director, Pune
	Member

	11.
	Centre Head, Silchar
	Member

	12.
	Director, HRD
	Member

	13.
	Director, Legal
	Member

	14.
	Senior Director, Research and Development
	Member

	15.
	Director, Finance
	Member

	16.
	Registrar
	Member

	17.
	Chief Information Security Officer
	Convenor


[bookmark: _Toc52017540]Table 1: Steering Committee Constitution.
4.1.1. [bookmark: _Toc52017528]Periodicity of Meetings
The Steering Committee Reviews shall be conducted half yearly, before;
· End of February, and
· 31st of August.
If, due to any reason, review is delayed, convener shall state the reasons for the same when the meeting is held next and the Steering Committee’s views shall be recorded in the minutes
4.1.2. [bookmark: _Toc52017529]Meeting Agenda
The agenda for the Steering Committee Meeting shall be prepared by the CISO and circulated with the members and invitees in advance. CISO shall be responsible to convene the meeting.
The Agenda shall cover;
· Action items and status report of previous ISMS reviews.
· Status and follow-up on corrective action and preventive actions from previous meeting by the respective centres.
· Mission/Business issues to be addressed on priority, if any.
· Review
· Significant changes to organisation, mission, or business relevant to ISMS based on legal, regulatory, contractual requirements, compliance obligation or client organisation requirements and organisation risk to information security.
· Confirm or review ISMS scope and objectives.
· Adequacy of budgetary, resources, roles and responsibilities, and return of investment.
· Performance of existing controls and its effectiveness, internal compliance to security requirements and security maturity matrix.
· Effectiveness of Risk Management.
· Internal and External Audit executive report, key findings and closure plans in the period.
· Mission/Business Continuity exercise plan, results and opportunity for improvement.
· Executive summary of incidents reported and managed, changes if any required to contingency plan.
· Effectiveness of security policies.
· Feedback by interested parties and stakeholders.
· Review of adequacy and effectiveness or process, procedure, techniques, technology, product, solution or service required to improve the ISMS performance and maturity.
· Streamline and optimize common resources and infrastructures supporting the processes.
4.1.3. [bookmark: _Toc52017530]Meeting, Resolution and Approval
The meeting may be decisive to act upon recognised opportunity of improvement and enhance the C-DAC’s information security and assurance posture.
Outcome of the Management Review known as steering committee meeting shall take decision and action on;
· Improvement in policy, process, procedure or practice in ISMS.
· Any technology or service requirement.
· Resource optimization across the centres.
· Change in security requirements and objectives.
· Changes as per the legal, regulatory, contractual requirements, compliance obligation or client organisation requirements and organisation risk to information security.
· Change in Risk Acceptance Criteria.
· Strategize mission/business continuity requirements.
· Other resource requirements.
Meeting could record;
· Appreciation and recognition of the security performance and maturity efforts.
· Recommendation for improvements in ISMS.
· Actions to be carried for the observation discussed, owners identified and closure dates defined.
· Resolution by the steering committee for approval, and thereafter Director General or delegated CISO approval.
· Next Management Review date, venue, agenda, invitees may be announced.
4.2. [bookmark: _Toc52017531]Minutes and follow-up
CISO shall compile the minutes of meetings and circulate with the participants, along with the action plan.
CISO shall send the draft minutes to all Steering Committee Members for acceptance or comments. If no comments are received within five working days, it will be assumed that members agree to the minutes. 
Convener shall incorporate changes suggested, or resolve the matter with Chairman, if the changes cannot be incorporated. Convener shall ensure that minutes approved by Chairman, is send to all Steering Committee members within ten working days from the date of the meeting.
The approved minutes shall be further circulated to the respective centre NISO’s for action within the identified timeline. Thereafter CISO shall monitor the implementation progress through regular review.
5. [bookmark: _Toc52017532]Centre Review
5.1. [bookmark: _Toc52017533]Information Security Assurance Coordination Committee
The head of the centre shall regularly review the information security implementation, maintenance, operation and its effectiveness convened through a meeting quarterly.
The head of the centre with NISO, heads of all departments or projects, ISR, NISO may invite members of CISG as required for the meeting. The constitution of the coordination committee is in the below table;
	SN.
	Coordination Committee
	Constitution

	1.
	Executive Director/ Director/ Centre Head
	Chairman

	2.
	Head of the Departments/ Project(s), Technical
	Member

	3.
	Head of the Department, Non Technical
	Member

	4.
	Information Security Representatives
	Participant

	5.
	Nodal Information Security Officer
	Convenor


[bookmark: _Toc52017541]Table 2: Coordination Committee Constitution
5.1.1. [bookmark: _Toc52017534]Periodicity of Meetings
The Coordination Committee Reviews shall be conducted quarterly yearly, before;
· First working day of the financial calendar quarter end, and.
· Whenever, deemed necessary.
If, due to any reason, meetings is delayed, convener shall state the reasons for the same when the meeting is held next and the Coordination Committee’s views shall be recorded in the minutes.
5.1.2. [bookmark: _Toc52017535]Meeting Agenda
The agenda for the coordination committee shall be prepared by the NISO and circulated with the members and participant in advance. NISO shall be responsible to convene the meeting.
The agenda shall cover;
· Action items and status report of previous meeting.
· Action items and implementation timelines communicated by the CISO from Management review meeting.
· Mission/Business/Function/Project issues to be addressed on priority, if any.
· Review
· Implementation, maintenance, operation or coordination strategies for achieving the security objectives.
· Resource requirements for achieving the intended security objectives.
· Internal/External issues, expectation of interested parties that could affect the security requirements in the functions and projects.
· Significant changes to function, mission, or business relevant to ISMS based on legal, regulatory, contractual requirements, compliance obligation or client organisation requirements and organisation risk to information security.
· Resource appropriation, optimization, budgetary allocation, roles and responsibilities and cost-effectiveness.
· Risk assessment, treatment and control effectiveness, revive acceptable risk appetite.
· Cost estimation for control implementation based on cost/benefit analysis.
· Internal and External Audit technical and executive report, key findings and closure plans.
· Mission/Business Continuity exercise plan, results and opportunity for improvement.
· Details of incidents reported and managed, changes if any required to contingency plan.
· Effectiveness of security policies and need for additional policy directives.
· Feedback from interested parties and stakeholders.
· Process, procedure, techniques, technology, product, solution or service optimization or required to improve the ISMS performance and maturity.
· The overall information security effectiveness and opportunity for improvement.
5.1.3. [bookmark: _Toc52017536]Decision and Approval
The meeting shall be decisive, act and follow-up on the identified gap, risks and opportunity in ISMS in centre functions and projects.
Outcome of the coordination committee meeting shall take decision and action on;
· Budgetary estimation/approval, Implementation timeline, resource appropriation, procurement, role delegation for the identified security control.
· Endorse training requirements for the responsible roles.
· Improvement in policy, process, procedure or practice in ISMS.
· Any technology or service requirement.
· Resource optimization within the centre.
· Change in security requirements and objectives.
· Changes as per the legal, regulatory, contractual requirements, compliance obligation or client organisation requirements and organisation risk to information security.
· Change in Risk Acceptance Criteria.
· Strategize mission/business continuity requirements.
· Schedule business continuity drills and cyber exercises.
· Review or schedule emergency evacuation drills.
· Identify inter centre coordination requirement and resource optimization opportunity.
· Compliance and maturity requirement based on internal/external audits, management review reports.
· Other resource requirements.
Meeting should record;
· Appreciation and recognition of the security performance and maturity efforts by departments/projects.
· Recommendation for improvements in ISMS.
· Actions to be carried for the observation discussed, owners identified and closure dates defined.
· Approval by the head of the centre for decision taken and action plan.
· Next Coordination Meeting date, venue, agenda, invitees may be announced.
5.2. [bookmark: _Toc52017537]Minutes and follow-up
NISO shall compile the minutes of meetings and circulate with the participants, along with the action plan.
NISO shall send the draft minutes to all Coordination Committee Members for acceptance or comments. If no comments are received within five working days, it will be assumed that members agree to the minutes. 
NISO shall incorporate changes suggested, or resolve the matter with Chairman, if the changes cannot be incorporated. NISO shall ensure that minutes approved by Chairman, is send to all Steering Committee members within ten working days from the date of the meeting.
The approved minutes shall be further circulated to the respective centre ISR’ heads of all departments or projects for action within the identified timeline. Thereafter NISO shall support the implementation along with ISR in the respective department or project.
NISO shall share the minutes of the meeting with the CISO for record.


[bookmark: _Toc52017538]Related Documents

· Procedure 
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	Date of the Meeting
	

	Venue
	

	Participants
	



Minutes of the Meeting:



	Minutes Item No
	Brief Description
	Action by
	Target Date
	Status of Implementation

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	












Signatory:
(CISO)
I
                 Version 0.1                          	    Internal	
image1.png
EONC




