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About the Document
This document presents the Statement of Applicability of Annex-A controls of the ISO 27001:2013 for implementation at the C-DAC Centre. The following section describe the scope, intended audience, Security objective, distribution, review and version control and organization of the document.
Intended Audience
The document is intended for C-DAC management, CISO, NISO, ISR and Auditors.
Security Objective
C-DAC defines security objectives for information and information systems of operation:
CONFIDENTIALITY: Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and sensitive information
A loss of confidentiality is the unauthorized disclosure of information.
INTEGRITY: Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity
A loss of integrity is the unauthorized modification or destruction of information.
AVAILABILITY: Ensuring timely and reliable access to and use of information.
A loss of availability is the disruption of access to or use of information or an information system.
Non Repudiation: The ability to prove the occurrence of a claimed event or action and its originating entities

Distribution
Statement of Applicability template shall be made available to the NISO of the respective centres and ISR of centre departments and projects.


Change and Version Control
Change to C-DAC centre’s scope applicable control as statement of applicability shall require approval from C-DAC management.
ID and Name		: TP-CDAC-03 - Statement of Applicability
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2. Purpose
This document is a template to be used for generating the Statement of Applicability (SoA) data for the centre, collated from the departments and projects in the centres. The template shall be updated during the implementation period to understand the holistic applicability of the necessary controls from the ISO/IEC 27001:2013. Thereafter, this shall be maintained to signify the controls in place.
3. Scope
[bookmark: _Toc12866913]Scope of ISMS as a whole shall be defined for the centre, for which the NISO shall identify the applicable controls for the relative functions. The template shall be used for the whole of the centre consolidating the information from the functions dealing with information assets of the organisation or client organisation.
4. Roles and Responsibilities
NISO shall interact with respective centre department heads or projects to collect accurate data as per the form.
NISO shall be responsible for the Confidentiality, Integrity and the Availability of the data collected.
ISR shall be responsible in identifying and recording the applicability of the appropriate controls in consultation with the Group Head and NISO.
5. Template Data Guideline
Terms of Reference
1. Control Number – The control identifier number as in the ISO/IEC 27001:2013 standard.
2. ISO/IEC 27001:2013 Annex A Control Objectives & Controls – The control objective statement describing what is to be achieved as a result of implementing controls.
3. Applicable Yes/No – Applicability of the control in the scope of ISMS implementation. Select the dropdown option (Yes/No).
4. Current Controls – Brief of any current control in place to the identified requirement, if any. This would help us to recognize controls in place and gap for implementation requirement during the implementation phase. Post implementation, this column may be excluded from the template.
5. Justification for Inclusion / Exclusion – Justify the control requirement whether they are implemented or not, the rational for selection. Also justify for exclusions of control(s).
6. Control selection basis
A control requirement may be decided based on the following, you select one or multiple columns by X.
a. Legal Requirement (LR) – Is this based any legal, regulatory, statutory compliance stipulation?
b. Contractual Obligation (CO) – Is this based on client organisation requirement to ensure such compliance?
c. Best Practice (BP) – Is this based on the industry or global best practices or best practice recommendations as per the requirements in ISO/IEC 27002?
d. Risk Assessment Requirement (RA) – Is this based on the risk assessment carried on the information asset or the information container assets?
7. Document reference – Reference to applicable documented information as policy, manual, procedure (Procedure PO or operating procedure OP), guidelines, baselines, templates and forms.
This column would be recorded as and when the relevant documents are produced during this implementation phase.
Note: This template will be produced to recognise the control applicability from asset identification phase of ISMS, which shall be finalized post risk assessment and appropriate risk treatment.

[bookmark: _Toc12781785]Related Documents
· Manual
1. MA-CDAC-01-ISMS Manual
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	Ctrl No 
	ISO/IEC 27001:2013 Annex A Control Objectives & Controls
	Applicable Yes/No
	Current Controls
	Justification for Inclusion / Exclusion
	Control selection basis
	Document reference

	
	
	
	
	
	LR
	CO
	BP
	RA
	

	5
	Information security policies
	 
	 
	
	
	
	
	
	 

	5.1
	Management direction for information security
	 
	 
	
	
	
	
	
	 

	5.1.1
	Policies for information security
	Select	 
	
	
	
	
	
	 

	5.1.2
	Review of policies for information security 
	Select	 
	
	
	
	
	
	 

	6
	Organization of information security
	 
	 
	
	
	
	
	
	 

	6.1
	Internal Organization
	 
	 
	
	
	
	
	
	 

	6.1.1
	Information security roles and responsibilities
	Select	 
	
	
	
	
	
	 

	6.1.2
	Segregation of duties
	Select	 
	
	
	
	
	
	 

	6.1.3
	Contact with authorities
	Select	 
	
	
	
	
	
	 

	6.1.4
	Contact with special interest groups
	Select	 
	
	
	
	
	
	 

	6.1.5
	Information security in project management
	Select	 
	
	
	
	
	
	 

	6.2
	Mobile devices and teleworking
	 
	 
	
	
	
	
	
	 

	6.2.1
	Mobile device policy
	Select	 
	
	
	
	
	
	 

	6.2.2
	Teleworking
	Select	 
	
	
	
	
	
	 

	7
	Human resource Security
	 
	 
	
	
	
	
	
	 

	7.1
	Prior to employment
	 
	 
	
	
	
	
	
	 

	7.1.1
	Screening
	Select	 
	
	
	
	
	
	 

	7.1.2
	Terms and conditions of employment
	Select	 
	
	
	
	
	
	 

	7.2
	During employment
	 
	 
	
	
	
	
	
	 

	7.2.1
	Management responsibilities
	Select	 
	
	
	
	
	
	 

	7.2.2
	Information security awareness, education and training
	Select	 
	
	
	
	
	
	 

	7.2.3
	Disciplinary process
	Select	 
	
	
	
	
	
	 

	7.3
	Termination or change of employment
	 
	 
	
	
	
	
	
	 

	7.3.1
	Termination or change of employment responsibilities
	Select	 
	
	
	
	
	
	 

	8
	Asset management
	 
	 
	
	
	
	
	
	 

	8.1
	Responsibility for assets
	 
	 
	
	
	
	
	
	 

	8.1.1
	Inventory of assets
	Select	 
	
	
	
	
	
	 

	8.1.2
	Ownership of assets
	Select	 
	
	
	
	
	
	 

	8.1.3
	Acceptable use of assets
	Select	 
	
	
	
	
	
	 

	8.1.4
	Return of assets
	Select	 
	
	
	
	
	
	 

	8.2
	Information classification
	 
	 
	
	
	
	
	
	 

	8.2.1
	Classification of information
	Select	 
	
	
	
	
	
	 

	8.2.2
	Labelling of information
	Select	 
	
	
	
	
	
	 

	8.2.3
	Handling of assets
	Select	 
	
	
	
	
	
	 

	8.3
	Media handling
	 
	 
	
	
	
	
	
	 

	8.3.1
	Management of removable media
	Select	 
	
	
	
	
	
	 

	8.3.2
	Disposal of Media
	Select	 
	
	
	
	
	
	 

	8.3.3
	Physical media transfer
	Select	 
	
	
	
	
	
	 

	9
	Access control
	 
	 
	
	
	
	
	
	 

	9.1
	Business requirements of access control
	 
	 
	
	
	
	
	
	 

	9.1.1
	Access control policy
	Select	 
	
	
	
	
	
	 

	9.1.2
	Access to networks and network services
	Select	 
	
	
	
	
	
	 

	9.2
	User access management
	 
	 
	
	
	
	
	
	 

	9.2.1
	User registration and de-registration
	Select	 
	
	
	
	
	
	 

	9.2.2
	User access provisioning
	Select	 
	
	
	
	
	
	 

	9.2.3
	Management of privileged access rights
	Select	 
	
	
	
	
	
	 

	9.2.4
	Management of secret authentication information of users
	Select	 
	
	
	
	
	
	 

	9.2.5
	Review of user access rights
	Select	 
	
	
	
	
	
	 

	9.2.6
	Removal or adjustment of access rights
	Select	 
	
	
	
	
	
	 

	9.3
	User responsibilities
	 
	 
	
	
	
	
	
	 

	9.3.1
	Use of secret authentication information
	Select	 
	
	
	
	
	
	 

	9.4
	System and application access control
	 
	 
	
	
	
	
	
	 

	9.4.1
	Information access restriction
	Select	 
	
	
	
	
	
	 

	9.4.2
	Secure log-on procedures
	Select	 
	
	
	
	
	
	 

	9.4.3
	Password management system
	Select	 
	
	
	
	
	
	 

	9.4.4
	Use of privileged utility programs
	Select	 
	
	
	
	
	
	 

	9.4.5
	Access control to program source code
	Select	 
	
	
	
	
	
	 

	10
	Cryptography
	 
	 
	
	
	
	
	
	 

	10.1
	Cryptographic controls
	 
	 
	
	
	
	
	
	 

	10.1.1
	Policy on the use of cryptographic controls
	Select	 
	
	
	
	
	
	 

	10.1.2
	Key Management
	Select	 
	
	
	
	
	
	 

	11
	Physical and environment security
	 
	 
	
	
	
	
	
	 

	11.1
	Secure areas
	 
	 
	
	
	
	
	
	 

	11.1.1
	Physical security perimeter
	Select	 
	
	
	
	
	
	 

	11.1.2
	Physical entry controls
	Select	 
	
	
	
	
	
	 

	11.1.3
	Securing offices, rooms and facilities
	Select	 
	
	
	
	
	
	 

	11.1.4
	Protecting against external and environmental threats
	Select	 
	
	
	
	
	
	 

	11.1.5
	Working in secure areas
	Select	 
	
	
	
	
	
	 

	11.1.6
	Delivery and loading areas
	Select	 
	
	
	
	
	
	 

	11.2
	Equipment
	 
	 
	
	
	
	
	
	 

	11.2.1
	Equipment siting and protection
	Select	 
	
	
	
	
	
	 

	11.2.2
	Supporting utilities
	Select	 
	
	
	
	
	
	 

	11.2.3
	Cabling security
	Select	 
	
	
	
	
	
	 

	11.2.4
	Equipment Maintenance
	Select	 
	
	
	
	
	
	 

	11.2.5
	Removal of assets
	Select	 
	
	
	
	
	
	 

	11.2.6
	Security of equipment and assets off-premises
	Select	 
	
	
	
	
	
	 

	11.2.7
	Secure disposal or re-use of equipment
	Select	 
	
	
	
	
	
	 

	11.2.8
	Unattended user equipment
	Select	 
	
	
	
	
	
	 

	11.2.9
	Clear desk and clear screen policy
	Select	 
	
	
	
	
	
	 

	12
	Operation security
	 
	 
	
	
	
	
	
	 

	12.1
	Operational procedures and responsibilities
	 
	 
	
	
	
	
	
	 

	12.1.1
	Documented operating procedures
	Select	 
	
	
	
	
	
	 

	12.1.2
	Change Management
	Select	 
	
	
	
	
	
	 

	12.1.3
	Capacity management
	Select	 
	
	
	
	
	
	 

	12.1.4
	Separation of development, testing and operational environments
	Select	 
	
	
	
	
	
	 

	12.2
	Protection from malware
	 
	 
	
	
	
	
	
	 

	12.2.1
	Controls against malware
	Select	 
	
	
	
	
	
	 

	12.3
	Backup
	 
	 
	
	
	
	
	
	 

	12.3.1
	Information backup
	Select	 
	
	
	
	
	
	 

	12.4
	Logging and monitoring
	 
	 
	
	
	
	
	
	 

	12.4.1
	Event logging
	Select	 
	
	
	
	
	
	 

	12.4.2
	Protection of log information
	Select	 
	
	
	
	
	
	 

	12.4.3
	Administrator and operator logs
	Select	 
	
	
	
	
	
	 

	12.4.4
	Clock synchronization
	Select	 
	
	
	
	
	
	 

	12.5
	Control of operational software
	 
	 
	
	
	
	
	
	 

	12.5.1
	Installation of software on operational systems
	Select	 
	
	
	
	
	
	 

	12.6
	Technical vulnerability management
	 
	 
	
	
	
	
	
	 

	12.6.1
	Management of technical vulnerabilities
	Select	 
	
	
	
	
	
	 

	12.6.2
	Restriction on software installation
	Select	 
	
	
	
	
	
	 

	12.7
	Information System Audit Considerations
	 
	 
	
	
	
	
	
	 

	12.7.1
	Information systems audit controls
	Select	 
	
	
	
	
	
	 

	13
	Information systems audit controls
	 
	 
	
	
	
	
	
	 

	13.1
	Network security management
	 
	 
	
	
	
	
	
	 

	13.1.1
	Network controls
	Select	 
	
	
	
	
	
	 

	13.1.2
	Security of network services
	Select	 
	
	
	
	
	
	 

	13.1.3
	Segregation in networks
	Select	 
	
	
	
	
	
	 

	13.2
	Information transfer
	 
	 
	
	
	
	
	
	 

	13.2.1
	Information transfer policies and procedures
	Select	 
	
	
	
	
	
	 

	13.2.2
	Agreements on information transfer
	Select	 
	
	
	
	
	
	 

	13.2.3
	Electronic messaging
	Select	 
	
	
	
	
	
	 

	13.2.4
	Confidentiality or non-disclosure agreements
	Select	 
	
	
	
	
	
	 

	14
	System acquisition, development and maintenance
	 
	 
	
	
	
	
	
	 

	14.1
	Security requirements of information systems
	 
	 
	
	
	
	
	
	 

	14.1.1
	Information security requirements analysis and specification
	Select	 
	
	
	
	
	
	 

	14.1.2
	Securing application services on public networks
	Select	 
	
	
	
	
	
	 

	14.1.3
	Protecting application services transactions
	Select	 
	
	
	
	
	
	 

	14.2
	Security in development and support processes
	 
	 
	
	
	
	
	
	 

	14.2.1
	Secure development policy
	Select	 
	
	
	
	
	
	 

	14.2.2
	System change control procedures
	Select	 
	
	
	
	
	
	 

	14.2.3
	Technical review of applications after operating platform changes
	Select	 
	
	
	
	
	
	 

	14.2.4
	Restriction on changes to software packages
	Select	 
	
	
	
	
	
	 

	14.2.5
	Secure system engineering principles
	Select	 
	
	
	
	
	
	 

	14.2.6
	Secure development environment
	Select	 
	
	
	
	
	
	 

	14.2.7
	Outsourced development
	Select	 
	
	
	
	
	
	 

	14.2.8
	System security testing
	Select	 
	
	
	
	
	
	 

	14.2.9
	System acceptance testing
	Select	 
	
	
	
	
	
	 

	14.3
	Test data 
	 
	 
	
	
	
	
	
	 

	14.3.1
	Protection of test data
	Select	 
	
	
	
	
	
	 

	15
	Supplier relationships
	 
	 
	
	
	
	
	
	 

	15.1
	Information security in supplier relationships
	 
	 
	
	
	
	
	
	 

	15.1.1
	Information security policy for supplier relationships
	Select	 
	
	
	
	
	
	 

	15.1.2
	Addressing security within supplier agreements
	Select	 
	
	
	
	
	
	 

	15.1.3
	Information and communication technology supply chain
	Select	 
	
	
	
	
	
	 

	15.2
	Supplier service delivery management
	 
	 
	
	
	
	
	
	 

	15.2.1
	Monitoring and review of supplier services
	Select	 
	
	
	
	
	
	 

	15.2.2
	Managing changes to supplier services
	Select	 
	
	
	
	
	
	 

	16
	Information security incident management
	 
	 
	
	
	
	
	
	 

	16.1
	Management of information security incidents and improvements
	 
	 
	
	
	
	
	
	 

	16.1.1
	Responsibilities and procedures
	Select	 
	
	
	
	
	
	 

	16.1.2
	Reporting information security events
	Select	 
	
	
	
	
	
	 

	16.1.3
	Reporting information security weaknesses
	Select	 
	
	
	
	
	
	 

	16.1.4
	Assessment of and decision on information security events
	Select	 
	
	
	
	
	
	 

	16.1.5
	Response to information security incidents
	Select	 
	
	
	
	
	
	 

	16.1.6
	Learning from information security incidents
	Select	 
	
	
	
	
	
	 

	16.1.7
	Collection of evidence
	Select	 
	
	
	
	
	
	 

	17
	Information security aspects of business continuity management
	 
	 
	
	
	
	
	
	 

	17.1
	Information security continuity 
	 
	 
	
	
	
	
	
	 

	17.1.1
	Planning information security continuity
	Select	 
	
	
	
	
	
	 

	17.1.2
	Implementing information security continuity
	Select	 
	
	
	
	
	
	 

	17.1.3
	Verify, review and evaluate information security continuity
	Select	 
	
	
	
	
	
	 

	17.2
	Redundancies
	 
	 
	
	
	
	
	
	 

	17.2.1
	Availability of information processing facilities
	Select	 
	
	
	
	
	
	 

	18
	Compliance
	 
	 
	
	
	
	
	
	 

	18.1
	Compliance with legal and contractual requirements
	 
	 
	
	
	
	
	
	 

	18.1.1
	Identification of applicable legislation and contractual requirements
	Select	 
	
	
	
	
	
	 

	18.1.2
	Intellectual Property Rights
	Select	 
	
	
	
	
	
	 

	18.1.3
	Protection of records
	Select	 
	
	
	
	
	
	 

	18.1.4
	Privacy and protection of personally identifiable information
	Select	 
	
	
	
	
	
	 

	18.1.5
	Regulation of cryptographic controls
	Select	 
	
	
	
	
	
	 

	18.2
	Information security reviews
	 
	 
	
	
	
	
	
	 

	18.2.1
	Independent review of information security
	Select	 
	
	
	
	
	
	 

	18.2.2
	Compliance with security policies and standards
	Select	 
	
	
	
	
	
	 

	18.2.3
	Technical compliance review
	Select	 
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