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About the Document
This document presents the scope of ISMS in C-DAC. The applicable security control as per ISO 27001:2013. The following section describes the scope, intended audience, Security objective, distribution, review and version control and organization of the document.
Intended Audience
The document is intended C-DAC management, CISO, ISO’s, Auditors and Interested Parties. This procedure applies to all information collected, processed and maintained for operation at all identified facilities of C-DAC.
Security Objective
C-DAC defines security objectives for information and information systems of operation:
CONFIDENTIALITY: Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and sensitive information
A loss of confidentiality is the unauthorized disclosure of information.
INTEGRITY: Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity
A loss of integrity is the unauthorized modification or destruction of information.
AVAILABILITY: Ensuring timely and reliable access to and use of information.
A loss of availability is the disruption of access to or use of information or an information system.
Non Repudiation: The ability to prove the occurrence of a claimed event or action and its originating entities.

Distribution
ISMS scope shall be made available with the management, CISO, and respective ISO’s. The intended audience of this document are personnel involved in C-DAC. Members shall read, understand and adhere to this document.


Change and Version Control
Change to C-DAC ISMS scope shall require approval from C-DAC management.
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1. [bookmark: _Toc12957179]Purpose
This document defines the logical and physical boundary to establish, implement, monitor, review and improve ISMS in <<CITY>> centre. Also identifies the departments, projects and relevant inclusion and exclusion by informed decision in approval by the management.
2. [bookmark: _Toc12957181]ISMS Scope
The management of information security includes research, design, development, operational, or service as core function at the centre supported by department.

The below details the scope of ISMS in <<CITY>>.
	Location

	<<Address of Location 1>>
	<<Address of Location 2>>
<<Delete this column if not applicable>>



	S.N
	Department / Project
	Brief
	Dependent Centre

	1.
	
	
	

	2.
	
	
	

	3.
	
	
	

	N.
	…
	
	



The above scope is supplemented by the Statement of Applicability of the necessary security controls defined in “MA-CITY-0X-Statement of Applicability” revision number x.y
3. Exclusion
The below department or project has been excluded from ISMS for the defined justification below.

	S.N
	Department / Project
	Justification for Exclusion
	Dependent Centre

	1.
	
	
	

	2.
	
	
	

	3.
	
	
	

	N.
	…
	
	



4. Reference

	ISO 27001: 2013 Control
	Clause 4.3, 

	Legislative, Regulatory, Compliance or Contractual Agreement Reference
	




[bookmark: _Toc12957187]Related Documents

· Manual
· 0X. ISMS-MA-<<CITY>>-0X-Statement of Applicability
· 0X. ISMS-MA-CDAC-01-ISMS Manual-Ver 0.0.f.docx
· 0X. ISMS-PL-CDAC-01-Information Security Policy-Ver 0.2b.docx
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