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About the Document
The document is a form used by the NISO of the centre to gather information about the context of the organization, which would be consolidated by the CISO to understand the overall C-DAC context.
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Intended Audience
The document is intended for C-DAC NISO, employees specifically with whom the NISO interacts for data collection.
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To gather organization information through various centres, to understand the basic functions, nature of operation and type of data handled. 
Distribution
Context of the Organisation form shall be made available to the NISO of the centre and the CISO.
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Change to C-DAC Information Security Form shall require approval from C-DAC management.
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[bookmark: _Toc12866911]Purpose
[bookmark: _Toc12866912]The document is a template form to be used for collecting data about the centre, departments and projects, type of information they work on and relationship between department/projects. This understanding of the centre, its context, internal and external issues, and requirements of interested parties would assist us in the information security programme development, to strategize the objective and way forward.
Scope
[bookmark: _Toc12866913]This covers each C-DAC centre and its associated Department and Projects.
Roles and Responsibilities
NISO shall interact with respective centre department heads or projects to collect accurate data as per the form. Consolidated data shall be submitted by the NISO to the CISO for further organisation level consolidation. NISO shall be responsible for the Confidentiality, Integrity and the Availability of the data collected.
Form Data Guideline
Terms of Reference
1. Centre City: City of establishment of the centre.
2. NISO Name: Nominated primary NISO’s Name for the centre and supporting NISO for the centre.
3. Location Address: The centre may have establishments at multiple area of the city, address of the locations.
4. Department: Mention the department name and its recognized code in the centre.
5. Department Code: The code used by the centre or as per the QMS (if, exist).
6. Project Name: Name of the project, if the project is not under any department. Or the list of projects under the department.
7. Project Code: Code used for the project reference used in the centre as per QMS.
8. Location(s) of Function: The location where the department operates or the project(s) from where they are executed.
9. Department Function: Write brief about the department, its functions, purpose and nature of activities.
Based on the above input, the consolidation form shall list the department as;
· Research strategy
· Research and Development,
· Software development,
· Hardware development,
· System development,
· Training and Awareness,
· Finance and Accounts,
· Human Resource,
· Legal,
· Purchase,
· Administration,
· Transport,
· Infrastructure Management,
· Help Desk,
· Or Similar,
This clause would be used for developing the organisation chart of the centre.
10. Type of Project(s): Nature of the project based on the execution, operation, outcome or deliverables; Core Research, Application Development, System Development, Study, Testing (Functional, Performance, Security, and Accessibility), Auditing, Consulting, Standards Development, Training, IT infrastructure management or similar.
11. Legal, Regulatory or Contractual Requirements: List down the expected stipulation mandated or advised for the department or the projects in delivering the outcome. Contractual requirements may be information security aspects as recorded in the MoU, Proposals, SLA, contract, or similar.
12. Type of Data or Information handled: The nature of data generated, handled, mediated, processed or stored by the project or by the department; Research data, Study data, Genomics data, geo-informatics, financial data, design data, application code, test data, configuration data, medical data, personally identifiable data (Biometric, Date of Birth, Family details, PAN, Bank Account etc,.), intellectual property, crime records, Proposals, Project information, Supplier data, Client data, vendor data or similar.
13. How is the data stored and shared: Identify all those medium used to share or communicate and the platform used to store the official data which could be on or through Official workstation or laptop, file servers or repositories hosted in C-DAC, portable media (personal or official), official email or file sharing platform, third-party service platforms (Gmail, Google Drive, Office 365, Dropbox, WhatsApp or similar), personal laptop or mobile phones, or print media.
Is personal laptop or mobile phones used for computing, storage and communication?
Are the data or information encrypted in storage and transit? This may be through technical enablement of disk encryption on systems, laptops or mobile, encrypt and share through portable media or storage on cloud services, implementing VPN, SSL or SFTP for file servers, email and file sharing services or similar.
14. Activities: The department may be involved in a wide range of activities to cater to the sector in researching, developing and delivering products, solutions or services.
Identify:
· What does the department do?
· What is the objective of the department?
· What is the structure of the department?
· Which industry sector does the department functions for?
15. Product, Solution or Service offered: List the delivered outcome.
16. Delivery supply-chain vendors: List down the supply chain vendors or service providers through whom the products, solutions and services are delivered, if any.
17. Dependencies with other project, department or organisation: Identify the inter-dependencies and interfaces with other project, department or organisation in execution, operation or delivery outcome.
18. Internal and External issues - need to be determined that are relevant to the organizations purpose and affects its ability to achieve the intended information security outcomes.
	Analysis of these issues has three purposes:
· Understanding the context in order to decide the scope of the ISMS;
· Analyzing the context in order to determine risks and opportunities; and 
· Ensuring that the ISMS is adapted to changing external and internal issues.
In order to identify relevant issues, the following question can be asked: how does certain category of issues affect the information security objective!
	Internal Issues: Internal issues are those in organisations control. List down the internal issues likely to affect the process of establishing the ISMS and its successful outcome. That may include, but is not limited to:
· vision, mission and values;
· governance, organizational structure, roles and responsibilities;
· strategy, objectives and policies;
· the organization’s culture;
· standards, guidelines and models adopted by the organization;
· capabilities, understood in terms of resources and knowledge (e.g. capital, time, people, intellectual property, processes, systems and technologies);
· data, information systems and information flows;
· Processes and procedures;
· Physical infrastructure and environment;
· relationships with internal stakeholders, taking into account their perceptions and values;
· contractual relationships and commitments;
· Interdependencies and interconnections.
· Information systems, information flows and decision making process (both formal and informal); and
· Previous audits and risk assessment results.

	External Issues: External issues are those outside of the organisation’s control also often referred as organisations environment. List down the external issues likely to affect the process of establishing the ISMS and its successful outcome. That may include, but is not limited to:
· the social, cultural, political, legal, regulatory, financial, technological, economic, natural and environmental factors, whether international, national, regional or local, competitive;
· key drivers and trends affecting the objectives of the organization;
· external stakeholders’ relationships, perceptions, values, needs and expectations;
· contractual relationships and commitments;
· The complexity of networks and dependencies.
19. Interested Parties and their needs and expectations:
	Interested Parties – They are individual, group or body corporates interested in the data security practices in C-DAC, they may have needs and expectations.
· Who is important to C-DAC?
· Who is interested in our organizations function?
· Who benefits from our ISMS?
· What are the requirements of these interested parties?
· The requirements may include legal, regulatory and contractual obligations.
	Interested Parties could be: (Sample)
· Employees
· Board
· Senior Management
· Ministry
· Government organisation or departments, or regulators.
· Clients or Customers
· Suppliers
· Students
· …

	Internal Parties – They are individual, group or division internal to C-DAC. 
	External Parties – They are individual, group or body corporates external to C-DAC.
	
Needs(Requirements) and Expectations – Interested parties would have an expectation about how the organization deals with safeguarding their information, a requirement by which the organisation is expected to safeguard their information (by legal, regulatory or contractual obligation, induvial preference, privacy or civil liberties, organisation policy and so) or a need for which their information should be safeguarded. This assessment also assist in prioritizing them. They could be internal or external.

Responsible Member – Member in C-DAC or at the Centre or for the Department or Project who is responsible, a co-ordinator, or a point of contact with the interested party.
20. Public Website URL: List the publically hosted website URL domain and sub domain names respective to the project.

Note 1: On a situation where the department in the centre may not be a node for projects, hence the column can be left blank filled independently.
Note 2: Classification of the blank form shall be Internal, but a filled form shall be classified by the NISO as per Data Classification Guideline <<Doc ID>>
TP-CDAC-01.1 – Understanding the organization
Understanding the context of the organization is the environment in which our organization functions, the influencing factor that are internal and external, the conditions that have an effect our organizations approach in research, products, solutions, services and interested parties. This would help us understand the ecosystem of an organization.
This is a consolidation form for the data collected from all the departments or projects using TP-CDAC-01.4 to consolidate an understanding of the centre (organization).
The information consolidated in the template would be shared with the CISO.
TP-CDAC-01.2 – Understanding the Internal and External issues
[bookmark: _Toc12866920]The internal and external issues shall be consolidated from the data collected using the template TP-CDAC-01.4. Data collected by this form from all the centres shall be consolidated to infer an internal and external issues of the centre (organization) to be summarized in the ISMS manual.
Note 4: The internal and external issues referenced in clause 18 are not obligatory, rather be used for guideline only.
TP-CDAC-01.3 – Understanding the Needs and Expectations of Interested Parties
This template shall be used to understand the requirements, needs and expectations of interested parties in our organisation function, as they can impact our ISMS implementations scope and/or objectives.

Interested parties or stakeholder analysis can be achieved using Power vs Interest Parameter.

The data collected using template TP-CDAC-01.4 shall be collated to recognize the centre’s interested party’s needs and expectation to be summarized in the ISMS manual.
Reference
	ISO 27001: 2013 Control
	Clause 4.1.1

	Policy 
	Nil

	Manual or Procedure
	ISMS Manual Section 4.1.1

	Legislative, Regulatory, Compliance or Contractual Agreement 
	Nil


[bookmark: _Toc12781785]Related Documents
· Manual
1. MA-CDAC-01-ISMS Manual


Understanding the organization - Centre functions consolidation form

	Centre City
	<<CITY>>
	Location Address
	<< 1. >>

	NISO Name(s)
	<<Name 1>>
	
	

	
	
	
	<< 2. If Any >>

	
	<<Name 2, If Any>>
	
	



Organisation Structure of the centre:
<<Place the centre structure here>>



Activities:
1.
2.
3.
N.

NISO shall collate the below information from the input of TP-CDAC-01.4:
	SN.
	Department - Code
	Dept. Function
	Project Name – Code or List of Projects in Dept.
	Type of Project
	Type of Data or Information
	Legal, Regulatory or Contractual Requirements
	Public website URL

	1.
	
	
	
	
	
	
	

	2.
	
	
	
	
	
	
	

	3.
	
	
	
	
	
	
	

	4.
	
	
	
	
	
	
	

	5.
	
	
	
	
	
	
	

	6.
	
	
	
	
	
	
	

	N.
	
	
	
	
	
	
	



C-DAC ISMS Context of the Organisation						    							 TP-CDAC-0X.1
Note: If the project is not mapped with the department, record from respective column leaving department as Not Applicable NA.
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Understanding the internal and external issues - Centres internal and external issues form

	Centre Name
	<<Centre Name>>
	Department/Project
	<<Department/Project Name>>

	Internal Issues
	External Issues

	1.
	
	1.
	

	2.
	
	2.
	

	3.
	
	3.
	

	4.
	
	4.
	

	5.
	
	5.
	

	6.
	
	6.
	

	7.
	
	7.
	

	8.
	
	8.
	

	9.
	
	9.
	

	10.
	
	10.
	

	N.
	
	N.
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Understanding the Needs and Expectations of Interested Parties - Centres associated interested parties data form

	Centre Name
	<<Centre Name>>

	SN
	Interested Parties
	Needs (requirements) and Expectations
	Responsible Member

	Internal Parties

	1.
	
	
	

	2.
	
	
	

	3.
	
	
	

	4.
	
	
	

	N.
	
	
	

	External Parties

	1.
	
	
	

	2.
	
	
	

	3.
	
	
	

	4.
	
	
	

	N.
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Understanding the organization - Centres department or project data form 
This form will be used for data collection independently from the department heads or the project heads or the ISR’s respectively.
	Department Name
	Code

	<<Department Name>>
	<<Code>>

	Project Name
	Code

	<<Project Name>>
	<<Code>>

	2.	<< Or List of Projects in the Dept.>>
	<<Code>>

	3.	<< Or List of Projects in the Dept.>>
	<<Code>>

	4.	<< Or List of Projects in the Dept.>>
	<<Code>>

	Location(s) of Function
	<<If executed from multiple location, Enter above code followed by location(s)>>

	Department Function
	Type of Project(s)

	<< Brief on department, its functions, purpose and nature of activities>>
	<<Type of Project>>

	Legal, Regulatory or Contractual Requirements
	<<code followed by associated requirements>>

	Type of Data or Information handled
	

	How is data stored and shared.
	Local SystemSddfd dsfdsf

	Are they encrypted while
	Storage 	– Yes / No

	
	
	
	Transit 	– Yes / No

	
	File ServerSddfd dsfdsf

	Print MediaSddfd dsfdsf

	 Personal laptop or mobile phone Sddfd dsfdsf


	
	Portable Media OfficialSddfd dsfdsf

PersonalSddfd dsfdsf

	Official EmailSddfd dsfdsf

Official file sharing Sddfd dsfdsf

	Third Party Service platform Gmail, Google Drive, Office 365, Dropbox, WhatsApp or similarSddfd dsfdsf


	Product, Solution or Service offered
	

	Delivery supply-chain vendors: Are products delivered through supply-chain?
	

	Dependencies with other project, department or organisation
	

	Internal Issues
	External Issues

	1.
	
	1.
	

	2.
	
	2.
	

	3.
	
	3.
	

	4.
	
	4.
	

	5.
	
	5.
	

	6.
	
	6.
	

	7.
	
	7.
	

	N.
	
	N.
	

	Interested Parties, their needs and expectation

	SN
	Interested Parties
	Needs (requirements) and Expectations
	Responsible Member

	Internal Parties

	1.
	
	
	

	2.
	
	
	

	N.
	
	
	

	External Parties

	1.
	
	
	

	2.
	
	
	

	N.
	
	
	

	Public website URL’s
	

	Is the portal subject to vulnerability analysis regularly or on changes? – Yes / No
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